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Abstract

The right to privacy has become one of the fundamental rights
directly affected by the rapid development of information and
communication technologies. The widespread use of the Internet,
smartphones, social media platforms, and modern communication
applications has facilitated communication and information exchange;
however, at the same time, it has created new forms of intrusion into
private life, such as eavesdropping, recording and photographing without
consent, hacking, publishing personal data, photographs, and
correspondence, as well as defamation and manipulation of personal
information.

This study examines digital privacy, its violations, and their
consequences through modern communication media from a
comparative legal perspective, with particular emphasis on the legal
concept of privacy, its scope, manifestations of infringement, and the
civil and criminal liability arising from such violations. The study also
addresses the position of Iragi legislation and the legislation of the
Kurdistan Region. It demonstrates that although constitutional protection
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of privacy exists, it is insufficient on its own to address the constantly
evolving forms of electronic violations.

The study concludes that it is essential to strike a balance between
protecting private life and the requirements of security and public order.
Any monitoring or interception of communications should be carried out
within a clear legal framework and subject to judicial oversight. The
study further emphasizes the need to address legislative gaps by
establishing more detailed regulations for the protection of personal data,
correspondence, photographs, and personal information, as well as
updating substantive and procedural criminal provisions in a manner that
keeps pace with technological developments
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9-Abdul Baqgi Al-Bakri and Zuhair Al-Bashir, Introduction to the Study of Law, Legal
Library <Baghdad. Y+ «

10-Essam Abdel Fattah Matar, E-commerce in Arab and Foreign Legislations, Dar
Al-Jami‘a Al-Jadeeda, Alexandria, 2015

11-Essam Ahmed Al-Bahji, Protecting the Right to Private Life in Light of Human
Rights and Civil Responsibility, New University Publishing House, Alexandria, 2005
12-Omar Abu Bakr Bin Younis, Crimes Arising from the Use of the Internet
(Substantive Provisions and Procedural Aspects), Dar Al Nahda Al Arabiya, Egypt,
2004.

13-Fouad Ben Sghir, International Trade, First Edition, Fadala Press, Morocco, 2000.
14-Lou Y. S. Maalouf , Al-Munjid fi al-Lughah, New Edition, Catholic Press,
Lebanon, 1908.

15-Dr .Mazen Lilo and Dr. Dider Adham Al-Tai, Introduction to the Study of Human
Rights, Qandil Printing House, Amman, 2006.

16-Dr .Muhammad Anas, Political Systems and Constitutional Law, Dar Al-Nahda
Al-Arabiya, Cairo, 1991.

17-Mustafa Ahmed Hijazi, Private Life is the Responsibility of the Journalist, Dar Al-
Fikr Al-Arabi, Cairo, 2001.

18-Dr. Mona Al-Ashgar Jabbour and Dr. Mahmoud Jabbour «<Personal Data and Arab
Laws, 1st ed., Beirut, 2018.

19-Maad Al-Khorasan, Readings Series on Violation of Individual Privacy in the
Digital Age, Reading 2, 2016.
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20-Nadim Abda, Computer Security (Viruses, Information Hacking and its
Implications for National Security), 1st ed., Dar Al-Fikr for Research and Studies,
Beirut, 1991.

Third: University theses and dissertations

Younis Khalid Arab <Computer Crimes (A Comparative Study), Master's Thesis,
University of Jordan. Y3¢¢ «

Fourth: Research

1-Bashar Shamel Kazem and Ghada Ghaleb Abdul Wahab, Communication
Technologies and Their Impact on the Visual Identity of the Design Product, a paper
presented to the Fourth International Conference, Fine Arts and Community Service
(Visual Arts Between the Problem of Modernity and Identity), 2018.

2-Salmoudi et al., The Contemporary Position of Public International Law Rules on
the Right to Privacy in the Digital Age, Arab American University Journal, Volume 3,
Issue 2, 2017.

3-Dr. Zainab Muhammad Jamil Al-Dhanawi, The Legal Protection of Privacy on the
Internet in Light of International and Domestic Efforts, a research paper published in
the proceedings of the International Refereed Conference on Privacy in the
Information Society, Lebanon, 2019 .

4-Dr. Suzhamid Majeed <The Legal Protection of the Right to Privacy of Personal
Data in Iraq, a research paper published in the Journal of Legal and Political Studies,
College of Law, University of Sulaimani, Year 6, Issue 11, April 2018.

5-Dr. Abdul Amir Muwait Al-Faisal and Israa Hashem Sayed, Privacy Violation on
Social Media Sites, a research paper published in the Journal of the Media
Researcher <University of Baghdad - College of Media, Issue 36, Volume 9, 2017.
6-Dr. Karim M. Mzaal Shabi Al-Saadi and Hassan Muhammad Kazem, The Right to
Inheritance : A Comparative Study, Research published in the Journal of the
University of Karbala, Volume Two, Issue Ten, May 2005.

7-Dr. Mona Turki Al-Mousawi and Cyril Fadlallah, Information Privacy, its
Importance and the Risks of Modern Technologies to It, a research paper submitted to
the Center for Market Research and Consumer Protection, published in the Baghdad
College of Economic Sciences University Journal, Special Issue for the College
Conference, 2013.

8-Dr. Nour EI-Din Al-Nassiri, The Legal System of the Right to Private Life, a
research paper published in the Journal of Jurisprudence and Law, Issue Nine, July
2013.

Fifth: Legislation

“*Iraqi legislation:

1-The current Iraqi constitution of 2005.

2-Iraqi Civil Law No. (40) of 1951.

3-Iraqgi Penal Code No. (111) of 1969.

4-Iragi Wireless Communications Law No. (159) of 1980

5-Public Health Law No. (89) of 1981.

6-lragi Mental Health Law No. (1) of. Y+Ve

7-Law No. (6) of 2008 on the Prevention of Misuse of Telecommunications Devices
in the Kurdistan Region of Iraq.

8-The Iragi Communications and Information Technology Law of 2009.

9-Iraqi Criminal Procedure Code No. ( 23) of 1971.

10-Law No. (31) of Y« Y ratifying the Arab Convention on Combating Information
Technology Crimes.

11-Journalism Law in Kurdistan No. (35 (of 2007.

12-Law No. (6) of 2008, the Law on Preventing Misuse of Communication Devices in
the Kurdistan Region - Irag.

13-The Iragi Medical Association Law No (A)).of 1984, as amended, and the
instructions for the professional conduct of Iraqi physicians of 1970.
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14-The Iraqi Cybercrime Prevention Project for the year 2011.

s+Arab legislation:

1-Jordanian Telecommunications Law No () ¥) .of 1995.

2-Lebanese Intelligence Confidentiality Law No. (140) of 1999.

3-Kuwaiti Law No. (9) on Misuse of Telecommunications and Eavesdropping
Devices For the year 2001.

4-Lebanese Law No. (288) of 1994, as amended by the Medical Ethics Law No. (240)
of 2012.

5-Federal Decree-Law No. (5) of 2012 of the UAE.

ssForeign legislation:

French civil law.

Sixth: Electronic sources

1-Al Jazeera <Anadolu Agency, demonstrations in Turkish cities rejecting the coup
attempt on «Y+Y1/V/V 7 article available on the website electronic The following :>
https://www.aljazeera.net/news/international/ < .

2-The Tunisian Revolution: Key Milestones in the Jasmine Revolution, an article
published anonymously on January 14, 2019, available at the following website :>
https://www.bbc.com/arabic/middleeast-46865244 < .

3-Khaled Sabah, House of Representatives gives final approval to the Data Protection
Law, article published on the following website :> https://www.youm?7.com/story/ < .
4-Khadija Al-Dahabi" <The Right to Privacy in the Face of Cyber Attacks "«a research
paper published in the Al-Ustadh Al-Bahith Journal for Legal and Political Studies,
Issue 4, available on the following  website :> http://dspace.univ-
msila.dz:8080/xmlui/handle/123456789/8591?show=full < .

5-Sabrina Ben Said, Protecting the Right to Privacy in the Age of Technology, PhD
Thesis, submitted to the Faculty of Law and Political Science, University of Hadj
Khider, Algeria, 2015. Available at the following website :>
https://www.mizandz.com/2019/08/pdf_596.html <.

6-Adel Shamran Al-Shammari, Electronic Violation of Individual Privacy and Means
of Confronting It, a research paper submitted to the Euphrates Center for
Development and Strategic Studies, available on the following website :>
http://fcdrs.com/social/100 < .

7-Karim Atef, Digital Privacy Between Violation and Legislative Absence, a research
paper published by Balad Center for Information Technology, Cairo, available at the
following website :> https://sitcegypt.org/?p=1425 <.

8-Kinda Fawaz Al-Shamat, The Right to Privacy, PhD dissertation in Law, Damascus
University .Y « + © <Available at the following website :>
http://www.damascusuniversity.edu.sy/mag/law/old/economics/2005/21-1/studies.pdf
<.

9-Dr. Hania Mohamed Ali Fagih, Protecting the Right to Information Privacy,
research available on  the  following  website :> http:// MEARLAR KL
[researchesView.aspx?opt&RullD= °Y&TYPE=PRINT <.

10-Dr. Younes Salah EI-Din Ali, Civil Liability Arising from Infringement of the
Right to Privacy in English Law, a paper submitted to the Faculty of Law, Cihan
Private University, 2017, available on the following website :> www.iasj.net < .
International conventions and agreements:

1-The Universal Declaration of Human Rights and Freedoms of 1948 is available at
the following website :> https://www.un.org/ar/universal-declaration-human-
rights/index.html < <Last visit date 1/6/2020.

2-The Y+ +) Budapest Convention is available at the following website :>
https://rm.coe.int/budapest-convention-in-arabic/1680739173 < .

3-The preamble to the International Covenant on Civil and Political Rights is
available at the following website : > www.hrlibrary.umn.edu <.
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