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Abstract

The global communications network (the Internet) has paved the
way for a new type of dispute, pursued for the same traditional objectives
but with more complex and far-reaching methods, sometimes making it
difficult to recognize the act or identify the perpetrator. With the
evolution of the concept, manifestations, and methods of cyberattacks
brought about by modern technologies, it has become essential to
examine the most significant forms of cyber violations that can constitute
disputes via technological communication channels.« This research aims
to study and analyze forms of electronic violations of personal rights and
the historical development of civil liability resulting from them, focusing
on civil legislation in Irag, Jordan, and Iran. The research indicates the
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difficulty of identifying violations committed via electronic media due to
the complexity of technical procedures, perpetrators' reliance on
anonymous email addresses, and poor reporting. The most prominent
forms of violations include infringement of personal data, such as
eavesdropping, recording, electronic surveillance, and the unauthorized
publication of images and private data. The research also demonstrates
that comparative civil legislation unanimously agrees that every unlawful
act results in harm requiring compensation. The analysis reveals the lack
of comprehensive and updated legislation for the protection of personal
data in Iragi law, creating a legal gap. In contrast, Jordanian Law No. 24
of 2023 on the Protection of Personal Data establishes a comprehensive
framework that regulates the collection and processing of data and
guarantees the rights of individuals. Historically, civil liability has
evolved from the system of individual retaliation in primitive times to the
system of compensation (blood money) in Islamic jurisprudence, leading
to modern legislation that has expanded the scope of liability to include
digital harms based on the principle of fault and harm. The study
emphasizes the need to adapt legislation to address digital challenges and
enhance cybersecurity to protect personal rights in the electronic
environment.
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1. Rana Awad Mustafa Dahoun Al-Khat, The Right to One's Image: Legal Nature and
Protection in Jordanian Law — A Comparative Study, Beirut University, Master's
Thesis, 2014.

2. Yousef Jawadi Al-Sheikh Bin Hania, The Development of the Basis of Civil
Liability, Graduation Thesis in Partial Fulfillment of the Requirements for a Master of
Laws Degree, 2020.

3. Yousef Awda Ghanem, Manifestations of Violation of the Right to Privacy via
Facebook, University of Basra, College of Law, 2012.

Fourth: Legal Journals and Articles

1. Khaled Mohammed Ali, The Legal Protection of Personal Data within the
Framework of Civil Law — A Comparative Study, Journal of the College of Law for
Legal and Political Sciences, University of Diyala, Volume (13), Issue (47), 2023.

2. Zainab Sattar Jabbar, Civil Protection of Personal Data Online, Maysan Journal of
Comparative Legal Studies, Volume 1, 2021.

3. Sarah Al-Sharif, Digital Data Privacy, Right to Know Papers Series, Information
Technology Support Center, Cairo, no publication date, published online.
https://sitcegypt.org/?p=1568. (https://sitcegypt.org/?p=1568)

4. Awda Youssef Salman, Crimes Violating the Sanctity of Private Life Committed
Through Modern Information Technology, Journal of Law, College of Law, Al-
Mustansiriya University, Year 6, Volume 4, Issue 1, 2017.
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Fifth: Laws and Constitutions
1. The Iraqgi Constitution of 2005.

2. The Jordanian Civil Code No. (43) of 1976.
3. The Iraqgi Civil Code No. 40 of 1951.
4. The Jordanian Personal Data Protection Law No. 24 of 2023.

5. From the Iranian Constitution of 1979 (amended 1989).
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